Mpunoxenue N 2
NH®OPMALIMOHHAA NAMATKA
ANA OBYYAIOLWMXCA ANA PASMELLEHNA
HA OPUUNANBHBIX MHTEPHET-PECYPCAX

C KaXkAblM roiloM MONOEXMN B MHTEPHETE CTAHOBUTbLCA BO/IblLE, @ LUKOIbHUKN OA4HU
N3 CaMbiX aKTMBHbIX NOJib30oBaTenen PyHeTa. Mexay Tem, MOMMMO OrTPOMHOIO
KONMYECTBA BO3MOXKHOCTEM, MHTEPHET HeceT U NpobaemMbl. ITa NamATKa A0/KHA
nomoub Tebe 6e30nacHO HaxoAuUTbCA B CETH.

KomnbloTepHble BUPYCbI

KomnbloTepHbIit BUPYC - 3TO Pa3HOBUAHOCTb KOMMNbIOTEPHBIX NPOrPamMm,
OTANYUTENIbHOWM 0COBEHHOCTBIO KOTOPOW ABNAETCA CNOCOBHOCTb K Pa3MHOXKeHMIo. B
[LOMNO/IHEHUE K 3TOMY, BUPYCbl MOTYT NOBPEAUTb UAN NONHOCTbIO YHUUYTOXKUTb BCE
dalinbl U AaHHbIE, NOAKOHTPO/IbHbIE NO/Ib30BATENO, OT UMEHM KOTOPOTO Hbina
3anyLeHa 3aparkeHHas NPorpamMmma, a TakKe NoBPeanTb UK AaXKe YHUUTOXKUTb
OnepaLMOoHHY0 cucTeMy co Bcemu paitnamum B uenom. B 6onbluMHCTBE CayyaeB
PaCMpPOCTPAHAOTCA BUPYCbl YEPE3 MHTEPHET.

MeTozb! 3aLLMTbl OT BPEAOHOCHbIX NPOrPamMm:

1. icnonb3yii coBpemeHHble OnepaLoHHbIE CUCTEMbI, UMEIOLLME CEPbE3HbIN
YPOBEHb 3aLWMTbl OT BPEAOHOCHbIX MPOrpamm;

2. MNocToAHHO yCTaHaBAMBaW NayTh (LMdpoBbIe 3aNNaTKM, KOTOPbIE aBTOMATUYECKM
YCTaHaB/AMBAOTCA C LLe/Iblo f0PabOTKM NPOorpaMmbl) U Apyrine 06HOBNEHUA CBOEN
onepaunoHHoMn cuctembl. CKaunmBam NX TONbKO € 0PMLMANbHOTO canTa pa3paboTymnKa
OC. Ecnu cywecTByeT perkMm aBTOMaTUYECKOrO 0OHOBNEHNA, BKIOYU €r0;

3. PaboTalt Ha cBOEM KOMMbIOTEPE NOA NPaBaMu NoNb30BaTeNIA, a He
aAMUHUCTPATOPA. ITO He NO3BONT 60/IbLUMHCTBY BPEAOHOCHbIX MPOrpamm
MHCTaNMPOBATbCA HA TBOEM NEPCOHAIbHOM KOMMbIOTEPE;

4. Ucnonb3yihi aHTUBMPYCHbIE NPOrpamMmHble MPOAYKTbl U3BECTHbIX NPOu3BOAUTENEN,
C aBTOMaTM4YeCKMM ObHOBNeHUem bas;

5. OrpaHuyb GU3NYECKMIA JOCTYN K KOMMbIOTEPY A8 MOCTOPOHHUX NNLL;

6. Uicnonb3yi BHELWHWE HOCUTENN MHDOPMALMM, TaKMe KAk paeLka, ANCK unm damn
N3 MHTEePHETA, TONbKO U3 NPOBEPEHHbIX MCTOYHUKOB;



7. He oTKpbIBal KOMNblOTEPHble Ganibl, NONYYEHHbIE U3 HEHAAEKHbIX UCTOYHUKOB.
Haxe Te pannbl, KOTopble NpUcaan TBOM 3HAKOMbIN. Jlydlie YTOYHW Yy Hero,
OTNPaBAAN 1 OH Tebe ux.

Cetn WI-FI

Wi-Fi - 3TO He BMA, nepenayn AaHHbIX, HE TEXHOJIOTUA, a BCEro nllb bpeHa, mapka.
Ewe B 1991 roay HMaepnaHACKaa KOMNaHuA 3apernctpmposana 6peHa "WECA", uto
o603Ha4vano cnosocoyetaHume "Wireless Fidelity", KoTopblli nepeBoAnTCA Kak
"6ecnpoBoaHan TOYHOCTL".

[o Hawero BpemeHu gowna apyraa abbpesnaTypa, KOTOpasa ABNAETCA TAKOM Ke
TexHonoruen. 3To abbpesmaTypa "Wi-Fi". Takoe Ha3BaHWe ObINO 4aHO C HAMEKOM Ha
CTAHAAPT BbICLLEN 3ByKOBOW TexHMKM Hi-Fi, 4To B nepeBoae 03HayaeT "BbiCOKasA
TOYHOCTL".

[a, 6ecnnaTHbI MHTEPHET-A0CTYN B Kade, OTeNsX M a3ponopTax ABAAETCA OT/IMYHOM
BO3MOXHOCTbIO BbIX0Zla B UHTEPHET. HO MHOrMe 3KCnepTbl CHMUTAIOT, YTO
obwepoctynHble Wi-Fi ceTn He asnstoTca 6e3onacHbIMM.

CoBeTbl N0 6e3onacHocTM paboTbl B 06WeaocTynHbix cetax Wi-fi:

1. He nepeaaBai cBOO ANYHYHO MHPOpMaLMio Yepes obweaocTynHble Wi-Fi ceTu.
PaboTan B HUX, }enaTeNbHO He BBOAUTb NApPOM JOCTYNA, NOTUHbI U KaKne-To
HoMepa;

2. Vicnonb3yii u 06HOBAA aHTUBUPYCHbIE MPOrPaMmmbl U bpaHagmayep. Tem cambim
Tbl 06e3onacuLlb cebsa OT 3aKayku BMpYyCa Ha TBOE YCTPOMCTBO;

3. Mpwn ncnonbzosaHmm Wi-Fi otkntoumn yHKumto "Obwmii goctyn K pannam m
npuHTepam". JaHHaa GyHKUMA 3aKPbITA MO YMONYAHUIO, OAHAKO HEKOTOpbIEe
nonb30oBaTeIM aKTUBMPYIOT ee AnA yaobcTBa ncnonb3oBaHuA B pabote nnm yyebe;

4. He ucnonb3syi ny6nndnbiii WI-Fl gns nepegaumn AnMYHbIX AaHHbIX, HANpPUMep Ann
BbIXO4a B COLMANbHbIE CETU WU B SNEKTPOHHYIO NOYTY;

5. Ucnonb3yii TONIbKO 3alMLLEeHHOEe coeanHeHmne yepes HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoAM MMeHHO "https://";

6. B Mo6unbHOM TenedoHe oTkAtoum GyHKUMIO "MogkntoveHne K Wi-Fi
aBTomaTmnyeckn". He gonyckaii aBTOMaTUYECKOTO NOAK/OYEHNS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBO€ero cornacus.

CouuanbHble ceTn



CouuanbHble ceT akTUBHO BXOAAT B HaWwy *XN3Hb, MHOIrne ntoaun pa60Tar0T N XKNByT
TaM NOCTOAHHO, a B Facebook YXKe 3apernctpuposaH Mmmananapd 4enoBek, 4to
ABNAETCA OAHOVI CeAbMOﬁ BCEX XuTenen nnaHetbl. MHOrMe N0Ab30BaTENM HE
NOHMUMAIOT, YTO MHd)OpMaLI'MH, pasmelleHHaAa MU B COUUNANBbHbBIX CETAX, MOXKET 6bITb
Haﬁp,eHa M UCNOJZIb30BaHA KEM YrogHoO, B TOM YnUCne He obAsaTenbHO ¢ brarnmm
HamepeHNnammn.

OcHOBHble coBeTbl Mo 6e30nacHOCTH B COLMaNbHbIX CeTAaX:

1. OrpaHunyb CNMCoK Apy3eit. Y Teba B Apy3baxX HE AOJINKHO ObITb CyYalHbIX U
HE3HAKOMbIX H0aew;

2. 3almLalt CBOK YaCTHYIO U3Hb. He yKasbiBal naponu, TenedoHsbl, agpeca, aty
TBOETO POXKAEHUA U APYTYIO IMYHYIO MHPOPMALMIO. 310YMbILINEHHUKN MOTYT
MCNONb30BaTb AarKe MHGOPMALMIO O TOM, KaK Tbl U TBOM POAMUTENN NAAHUPYETE
MPOBECTN KaHWKYbI;

3. 3awumLLan cBoo penyTaLuio - AepXu ee B YACTOTE U 3aaaBai cebe Bonpoc: XoTen
6bl Tbl, YTOOLI ApPYyrMe Nob30BaTeNN BUAEM, YTO Tbl 3arpyxKaews? Mogyma,
npexae Yem 4Tto-To onyb/IMKOBaATb, HAaNUCaTb U 3arpy3unTb;

4. Ecnvi Tbl TOBOPULLb C /IIOAbMM, KOTOPbIX HE 3Haellb, He UCMO/b3YIN CBOE peasibHoe
UMA U 4PYTYIO0 INYHYO0 MHOOPMALMKN: UMA, MECTO XKUTE/IbCTBA, MECTO y4Yebbl u
npoyee;

5. U3berait pasmelueHns potorpaduin B UHTEpHeTE, rae Tbl N306parkeH Ha
MECTHOCTU, NO KOTOPOM MOXKHO ONPeAEeNNTb TBOE MECTOMOIOXKEHUE;

6. Mpu perucrTpaLmm B COLMaNbHOM CETU HEOBXOAMMO UCMONb30BaATb CI0MKHbIE
napo.u, coctoawme u3 6yKs 1 LGP M C KOAMYECTBOM 3HAKOB He meHee §;

7. 0na coumanbHOM CeTu, NoYTbl U APYrux CaiToB HEOHX0AMMO MCNO/Ib30BaTb
pasHble naponun. Toraa ecav Tebs B3/10MatOT, TO 3/10yMbILWIEHHUKK NoAyYaT A4OCTynN
TO/IbKO K OAHOMY MECTY, a He BO BCe cpasy.

3J'IeKTpOHHbIe AeHbrn

DNEeKTPOHHbIE AEHbIU - 3TO O4YeHb YA0OHbIN cNOCO6 NaaTexel, OAHAKO CyLecTBYIOT
MOLLIEHHMKU, KOTOPbIE XOTAT NONYYUTb 3TN AEHbIN.

INEeKTPOHHbIE AEHbIM NOABUANCH COBCEM HEAABHO M MMEHHO M3-3a 3TOTO BO MHOTUX
rocyAapcreax 40 CUX NMOP He NPOMMCaHO NPO HUX B 3aKOHaX.

B Poccum ke oHM GYHKUMOHMPYIOT M O HUX YKe NPONUCAHO B 3aKOHE, rae ux
Pa3AenstoT Ha HECKO/IbKO BUAOB - aHOHMMHbIE M HE aHOHUMHbIe. PasHuLa B TOM,



YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX pa3peLlaeTca NpoBoauUTb onepaumm bes
naeHTUdMKaLMmM NoNb3oBaTeNs, @3 B HEAHOHUMHbIX NAeHTUGUKaLmMa Nosb3oBaTens
ABnaeTca obasaTenbHON.

TaKkKe cnenyeT pasnnyaTtb 3NEeKTPOHHbIE GUATHbIE AeHbIM (PaBHbI FOCYAaPCTBEHHbBIM
BA/NItOTAaM) U 3/1EKTPOHHbIEe HepUuaTHble AeHbrM (He paBHbl FOCYAAaPCTBEHHbIM
Ba/tOTaM).

OcHOBHble coBeTbI MO 6e30MnacHoM paboTe C 3NEeKTPOHHbIMU AEHbraMM:

1. NMpuBAXKM K c4eTy MOBUAbHbIN TenedoH. ITo cambiii yA06HbIN 1 BbICTPbIA cCNocob
BOCCTAaHOBWUTb A0CTYN K cyeTy. MpuBaAsaHHbIA TeniedoH NOMOXKeT, ecnum 3abygelb
CBOM NNATEXHbIN Napo/ib UM 3aiAellb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yi ogHopasoBsble Naposu. Mocae nepexoaa Ha yCUIEeHHY aBTOPU3aLMIo
Tebe yxe He ByAeT yrpoKaTb ONacHOCTb KPaXkM UM nepexsaTa NaaTeKHoro napons;

3. Bbibepu cnoKHbIM Napob. MpectynHukam byaeTt He NPOCTO yraAaTth C/IOMKHbIN
naposb. HageKHble Naposiv - 3TO Napo/n, KOTOPble COAEPIKAT HE MeHee 8 3HAKOB U
BK/IHOYAOT B ceBA CTPOYHbIE M NPONUCHbIE BYKBbI, LMdPbI U HECKONIbKO CUMBOJIOB,
TaKue Kak 3HaK gonnapa, GyHTa, BOCKAMLATE IbHbIN 3HaK 1 T.N. Hanpumep, StROng!;;

4. He BBOAM CBOW SINYHbIE AAHHbIE HA CalTax, KOTOPbIM HE AOBEpAELLb.
DNEeKTPOHHaA noyra

DNEeKTPOHHasA NMoYTa - 3TO TEXHO/IOTUA U NPEAOCTaB/IAEMbIE €10 YC/IYTY MO NEPECbIIKE
N NONYYEHUIO NEKTPOHHbIX COODLLLEHWNI, KOTOPbIE pacnpeaenatoTcs B
KomnbloTepHoM ceTu. OBbIYHO 3NEKTPOHHbIN MOYTOBbIN ALUK BbITNAAMT CEAYIOLNM
obpasom: UMs_Nosib3oBaTens@uma_aomeHa. TakKe Kpome nepegaydym npocToro
TEKCTa, MMeeTCA BO3MOXKHOCTb NepeaasaTtb ¢palinbl.

OcHOoBHble coBeTbl N0 6e30nacHoM paboTe € INEKTPOHHOM NOYTOI:

1. Hapo BbibpaTb NpaBM/IbHbIMA NOYTOBLIV CEPBUC. B MHTEpPHETE €CTb OrPOMHbIM
BbI6Op 6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO Nyylle AO0BEPATb TEM, KOrO 3Haellb
N KTO NepBblli B PENTUHTE;

2. He yKasbiBai B IMYHOMN NoYTe INYHYIO MHPOpMaLmio. Hanpumep, nydiie Bbi6paTthb
"My3blKanbHbIN_paHaTt@" nam "pok2013" smecTto "Temal3”;

3. Ucnonb3yi ABYyX3TanHY aBTOPM3aLMIO. ITO KOraa NOMMMO NAapoaa HYXKHO
BBOAWUTb KO, NpuUcblnaembit no SMS;

4. Boibepwu cnoxHbli Naponb. [na KaxK[0ro noYToBOro AWMKa A0KEH ObITb CBOM
Ha4eXHbl, YCTOMUYMBDINM K B3/IOMY Napob;



5. Ecin eCcTb BO3MOXHOCTb HanucaTtb camomy CBOW NINYHbIN Bonpoc, MCI'IOI'Ib3yVI 3Ty
BO3MOXHOCTb,

6. Micnonb3yiht HECKONBKO NOYTOBbLIX SLMKOB. [MepBbii A8 YaCTHOM NEPENUCKM C
agpecatamu, KOTOPbIM Tbl f0OBeEPAELLb. ITO 3NEKTPOHHbIM agpec He Hago
NCNO/1b30BaTb NPU PerncTpaummn Ha popymax u camnTtax;

7. He oTkpbiBai paiinbl n gpyrve BNOXKEHMA B MUCbMAX, AaXKe €C/IM OHU NPULLAN OT
TBOMX Apy3eM. Jlyyle yTOYHM Y HUX, OTNPABAAAN N OHKU Tebe 3Tn dalinbl;

8. NMocne oKoHYaHUA PaboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKPbITUEM BKAAAKM C
canToMm He 3abyab HaxaTb Ha "BbIATK".

KnbepbynnuHr nam BupTyanbHOE U34eBaTeNbCTBO

KnbepbynnuHr - npecnegoBaHme coobLLEeHNAMMK, cCOAEPKALMMU OCKOpbeHUs,
arpeccuto, 3anyrMBaHue; Xy/JIMraHCTBO; COLMAIbHOE HOMKOTUPOBAHME C MOMOLLbIO
Pa3/IMYHbIX MHTEPHET-CEPBMUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynanHrom:

1. He 6pocatica B 6oit. Jlyqwmnit cnocob: nocoBeToBaTbCA Kak ceba BeCTU U, ecin HeT
TOro, K KOMY MOXHO 06paTUTLCS, TO BHaYane yCnoKouTbea. Ecam Tbl HauHewwb
OTBEYaTb OCKOPOIEHNAMM Ha OCKOPOJIEHUSA, TO TO/IbKO ellle bo/blie Pa3oKKeLlb
KOHONUKT;

2. Ynpasnai ceoen kubeppenyTtauuen;

3. AHOHMMHOCTb B C€TU MHMMaA. CYLLI,eCTByI-OT cnocobbl BbIACHUTb, KTO CTOUT 3a
AdHOHUMHbIM aKKayHTOM,

4. He cTOUT BECTW XYIMTAHCKNI 06pa3 BUPTYanbHOM KU3HWU. UHTepHET dukcupyet
BCE TBOW AEMUCTBUA U COXpaHAET UX. Y4aNnUTb UX ByaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnogali cBOO BUPTYa/ibHYIO YECTb CMOJIOAY;

6. UIrHopupyl eanHMYHBIN HeraTue. O4HOPa30Bble OCKOpbUTENbHbIE COODLEHNA
Nyylue urHopuposaTb. OBbIYHO arpeccus NPeKPaLLaeTca Ha HavyanbHOM CTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM cOObLLEHMAMM, B
COLMANBHBIX CETAX €CTb BO3MOXKHOCTb 6/IOKMPOBKM OTNPABKM COODLLEHNI C
onpefesieHHbIX aipecos;

8. Ecnn Tbl cBMAeTenb KubepbynnmHra. TBou AeUCTBUA: BbICTYNUTbL NPOTUB
npecnenoBaTesns, NOKasaTb eMy, YTO ero AenCTBUA OLEHNBAIOTCSA HEraTUBHO,



noagepxatb XKepTay, KOTOpOl‘a HY»XHa ncnxonornvyeckaa noMmollpb, COO6LLI,MTb
B3pOC/abiM O d)aKTe arpeccmMBHOro noseaeHMA B CETU.

MobunbHbI TenepoH

CoBpemeHHble cMapTPOHbI 1 NAAHLLETbI COAepXKaT B cebe BNo/IHE B3POC/bIN
bYHKUMOHAN, 1 Tenepb OHN MOTYT KOHKYPUPOBATb CO CTaLlMOHAPHbIMU
KomnbloTepamu. OgHaKo, CPeACTB 3alMTbl A1 NOA0OHbIX YCTPONCTB MNOKa OYEHb
Mmasno. TecTupoBaHME U NOUCK YA3BUMOCTEN B HUX MPOUCXOAUT HE TaK UHTEHCUBHO,
Kak ana K, To ke camoe Kacaetca 1 MOOUJIbHbIX NPUJIOKEHUN.

COBpeMGHHbIe MOOGUNbHbIE 6pay3epb| yKe NPaKTU4eCKN A0rHa/ M HAaCTO/ibHbIE
aHanorn, oAHako pacwmnpeHune d)yHKLI,MOHaJ'Ia BNEeYeT 3a cobol 6OJ'IbLLIyI-O CNIOXKHOCTb
M MEHbLLUYIO 3alLNLLLEHHOCTD.

[aneko He BCce NPOU3BOANTENN BbINYyCKAOT 06HOBNEHMSA, 3aKpbIBatOLWMeE
KPUTUYECKME YA3BUMOCTM AN CBOUX YCTPOMCTB.

OcHoBHble coBeTbl ans 6esonacHoCcTU mobunbHoro TenedoHa:

Huuero He aBnAaeTcA no-HacToAulwemy 6ecnnatHbIM. Eyﬂ,b OCTOpOXeH, Bedb Korga
Tebe npegnararoT 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpPbITbl KaKne-T1o
nnaTHble yCnyru,

Oymai, npexkae yem otnpasuTb SMS, doTo nam Bnaeo. Tbl TOYHO 3HAELb, I OHU
6yayT B KOHEYHOM UTOrE?

HeobxoamMmo 06HOBAATL ONEePaLNOHHYO CUCTEMY TBOETO CMapTPOoHa;
Mcnonb3yit aHTUBUPYCHbIE MPOrpammbl AN MOBUIbHbIX TenedoHOB;

He 3arpyai NpuoKeHMa OT HEM3BECTHOIO UCTOYHUKA, BeZlb OHU MOTYT COAEPKaTb
BPEeAOHOCHOE NporpaMmmHoe obecneyeHue;

Mocne TOro Kak Tbl BblMAELWb C CaiTa, r4e BBOAUA IMYHYIO MHPOPMALMIO, 3a1aM B
HacTpoWKM bpaysepa 1 yaanm cookies;

nepMO,CLW-IeCKM I'IpOBepﬂl‘;L KaKune naaTtHble yCAyrm aktTuBnposaHbl Ha TBOEM HOMEPE,;

[asalt cBolt HOmep MobunbHOTo TesiedoHa TONbKO NHOAAM, KOTOPbIX Tbl 3HAELb U
KOMy ioBepAeLlb;

Bluetooth gonkeH 6bITb BbIK/IIOYEH, KOrda Tbl UM He NoJsib3yelbea. He 3abbiBai
MHOTZa NPOBEPATL 3TO.

Online urpobl



COBpeMGHHbIe OHJ'IaﬁH-MI'pr - 3TO KpaCO4Hble, 3aXBaTblBaloWine pa3BsievyeHnA,
O6'be,CI,MHﬂIOLLI,Me COTHM TbICAY YENOBEK MO BCEMY MUpPY. VII’pOKM ncenenyroT AaHHbIVI
nm mup, O6LI.I,aI-OTCFI APYyr C Apyrom, BblNONHAKT 3a4aHUA, CPaXXatoTCA C MOHCTPaMU U
nony4yaroT onblT. 3a yA0BONbCTBUNE OHU NNATAT: NOKYNaklOT ANCK, ON/1a4nUBaAIOT
aboHeMeHT nnn an06peTa+0T KaKune-1o onuunu.

Bce 3Tv cpeacTBa MAYT Ha NOALEPIKAHNE U PA3BUTUE UTPbI, @ TAKKe Ha camy
6e30MacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLLMM, BbIMYCKAlOTCA HOBblE
natum (LMdposble 3annaTkM ANA NPOrpamm), 3aKpblBatOTCA YA3BMMOCTU CEPBEPOB.

B nog06HbIX Mrpax CTOUT ONacaTbCA HE CTO/IbKO CBOMX COMEPHUKOB, CKOJ/IbKO KParKu
TBOErO Napo/ifi, Ha KOTOPOM OCHOBaHa CMCTEMA aBTOPM3aL MM 6ObLIMHCTBA UTP.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOETO UrpoBOro akkayHTa:

1. Echm gpyroi nrpok segeT ceba naoxo uam cosgaet Tebe HeNnpUSTHOCTY,
3a610KMPYN €ro B CNUCKE UIPOKOB;

2. Noxkanyinca aaMmMHUCTPaTOPaM Mrpbl Ha NI0OX0e NoBeAeHne 3TOro UrpoKa,
¥KenaTeNbHO NPUNOXKUTb KaKMe-To A0Ka3aTeIbCTBa B BUAE CKPUHOB;

3. He yKasblBalt AMyHyt0 nHGopmaumio B npodanne nrpbl;
4. YBarkali PYrux y4acTHUKOB MO Urpe;

5. He ycTtaHaBsanBalt HeopuumanbHble NaTyn U Moabl;

6. Icnonb3yi CNOXKHbIe U pa3Hble Naponu;

7. ae BO BPEMS UTrPbl HE CTOUT OTK/IOYaTb aHTMBMPYC. [oKa Tbl Urpaellb, TBOM
KOMMNbOTEP MOTYT 3apa3unTb.

OUWKHr nam KpaXa TNYHbIX AaHHbIX

O6bI4HOM KpaXKen AeHer U AOKYMEHTOB CEroAHs YKe HUKOro He yAMBULLb, HO C
Pa3BUTUEM UHTEPHET-TEXHONOMUIM 3/10YMbILLNAEHHUKM NepeMeCcTUINCL B UHTEPHET, U
NpoAo KT 3aHMMaTbCA "ntobumbim" genom.

Tak nosaBuaacb HOBaA yrpo3a: MHTEPHET-MOLEHHNYECTBA AN QULLMHT, TNaBHanA
Le/lb KOTOPOro COCTOUT B NONYYEHUN KOHOUAEHLMANbHbIX A4aHHbIX NONb30BaTeNEeMN -
NIOTMHOB W Naposei. Ha aHranimckom sasbike phishing uutaetca kKak uWmHr (ot
fishing - pbibHas nosns, password - naposib).

OcHoBHble coBeTbl No 6opbbe ¢ pUwmnHrom:



1. Cneam 3a cBOMM aKKayHTOM. Ecm Tbl Nof03peBaeLlb, YTO TBOA aHKeTa bblna
B3/10MaHa, TO HeobxoAMMOo 3a6710KMPOBaTb €€ U COOBLWUTL aAMUHUCTPATOPAM
pecypca 06 3TOM Kak MOXKHO CKopee;

2. Nicnonb3yit besonacHbie Be6-CaliTbl, B TOM YUC/AE, UHTEPHET-MarasmHoB 1
NMOUCKOBbIX CUCTEM;

3. Vicnonb3yii CNoXKHble M pa3Hble Naponun. Takum obpasom, ecnm Tebs B3NOMAOT, TO
3/10YMbILINEHHUKM NOYYaT AOCTYN TONbKO K OAHOMY TBOEMY NPOodULo B CETH, a He
KO BCeM;

4. Echu Teba B3/10Main, 10 HeO6XO,CI|MMO npeaynpeanTb BCeEX CBOUX 3HAKOMDIX,
KOTOpble ,CI|O6aBI'IeHbI Yy Teba B ApPYy3bAX, O TOM, 4YTO Tebs B3nomanu 1, BO3SMOXKHO, OT
TBOEIro UMeHM 6y,c|,eT paccblNaTbCA CNamM U CCbIZIKKN Ha d)MLLIMHI'OBbIe CaﬁTbI;

5. YcTaHoBM HagexHbin naponb (PIN) Ha mobunbHbI Tenedor;
6. OTKNIO4M COXpaHeHne napons B bpaysepe;

7. He oTkpbIBak $panbl n Apyrue BNOXKEHUA B MUCbMaX, AaXKe eCAN OHWU NPULWAN OT
TBOMX ApY3€e. Jlydlle YyTOUYHM Y HUX, OTNPABAAAN N OHU Tebe 3TK dainbl.

Uundposan penytaums

LUndpoBsas penyTtaumsa - 3To HeraTMBHaA WaM NO3UTMBHaA MHGOPMaLMA B ceTh o Tebe.
KomnpomeTupytowaa MHGopmaLma, pasmeLleHHasa B UHTEPHETE, MOXKET CepPbe3HbIM
0bpa3om OTpasuTbCA Ha TBOEW peanbHoM Ku3Hu. "LUndposana penyTtaumnsa" - sTo TBoM

NMUAK, KOTOpbIN dopmupyeTca U3 nHbopmaumm o Tebe B MHTEPHETE.

TBOE MecCTO KUTeNbCTBa, y‘-le6b|, TBOE d)MHaHCOBOG nonoXeHune, ocobeHHOCTH
XapaKTepa n pacCka3bl O 6/1M3KMX - BCE 3TO HaKan/MBaEeTCA B CETU.

MHorne noapoCTKN IEFKOMBbICIEHHO OTHOCATCA K Ny6AMKaunm AMYHON MHPOpMaLUM
B MIHTEpHEeTe, He MOHUMaA BO3MOXHbIX NOC/IeACTBMI. Tbl AaXKe He CMOXKELb
A0ragatbCa 0 Tom, 4To poTorpadus, pasmelleHHasa 5 neT Hasaa, cTana NPUYMHON
OTKa3a NpuHATL TebA Ha paborTy.

KommeHTapuu, pasmelleHne Tsoux ¢otorpaduin u gpyrme 4emncTeua MoryT He
MCYE3HYTb Aa*Ke Noc/e TOro, KaK Tbl UX yAanuLWb. Tbl HE 3HaeLb, KTO COXPAHWUA 3Ty
MHPOpPMALMIO, NONAA I OHA B MOUCKOBbIE CUCTEMbI M COXPAHUNACH /N OHA, a
rNaBHOE: YTO NOAYMAIOT O Tebe OKpyrKaloLme NtamM, KOTopble HANAYT U YBUAAT 3TO.
Haintn nidbopmaumio MHOro et CNycTs CMOXKET /1060 - Kak U3 A06pbix
Noby»KAeHWUIN, TaK U C HAMEPEHNEM NPUUYNHUTL BPEA,. ITO MOKET ObITb KTO YroZHO.

OCHOBHble COBETbI N0 3aLuTe LMbPOBOMN penyTaLmu:



1. Moaymai, npexae 4em 4to-To Ny6MKOBaTL M NepesasaTb y cebs B 6i1ore unm B
coumanbHom ceTu;

2. B HacTpolikax npodunaa ycTaHOBM OFrpaHMYEHMUs HA NPOCMOTP TBOEro Nnpoduaa u
€ro CoAepP>KUMOro, caenal ero TonbKko "ans apysen";

3. He pasmewai n He yKasbiBal MHPOpMaLMIO, KOTOPas MOMKET Koro-nmbo
0CKOpbIATb UM 0BMKaTb.

ABTOpPCKOE NpaBo

CoBpeMeHHbIe LWKOJIbHUKK - aKTUBHbIE NO/Ib30BaTENN LMPOBOro NPOCTPAHCTBA.
OAHaKo AaneKo He BCe 3HAKT, YTO NO/Ib30BAaHWE MHOTMMM BO3MOYKHOCTAMM
umdposoro mupa TpebyeTt coboaeHNA NPaB Ha MHTENNEKTYaIbHYH COBCTBEHHOCTb.

TepMuH "MHTENNeKTyanbHaA COBCTBEHHOCTb" OTHOCUTCA K Pa3IMYHbIM TBOPEHUAM
4esIOBEYECKOro YmMa, HauMHasA ¢ HOBbIX M306peTeHni 1 3HaKoB, 0603HaYaoLLNX
COBCTBEHHOCTb HA NPOAYKTbI M YC/YTW, U 3aKaHUMBAs KHUramu, potorpadpmamm,
KMHODUAbMAMM U My3blKaZlbHbIMK NPOU3BEAEHUAMMU.

ABTOpPCKME NpaBa - 3TO NPaBa Ha MHTENNEeKTYabHY0 COBCTBEHHOCTb Ha
npou3BeaeHUA HayKW, TUTepaTypbl U UCKyccTBA. ABTOPCKME NpaBa BbICTYNatoT B
KayecTBe rapaHTUM TOro, YTO MHTE/IEKTYaIbHbIN/TBOPYECKMIA TPYA, aBTOpa He byaeT
HanpacHbIM, AaCT eMy CnpaBes/IMBble BO3MOMXKHOCTM 3apaboTaTb Ha pe3ybTaTax
CBOEro TPyAa, NONYYUTb M3BECTHOCTb M NpMU3HaHMe. HUKTO 6e3 paspelueHns aBTopa
He MOXeT BOCNPOM3BOAMTb €ro NPon3BeLeHne, pacnpocTpPaHATb, Ny6aAUYHO
LLeMOHCTPMPOBATb, NPOAABaTb, UMNOPTUPOBATL, NYCKaTb B NPOKaT, Ny6ANYHO
MCNONHATb, MOKa3blBaTb/MCNONHATL B 3dMpe namn pasmelsatb B UHTepHeTe.

Mcnonb3oBaHKue "nMmnpatckoro” nporpammHoro obecrnedyeHms MoxKeT NPUBECTU K
MHOTMM PUCKaM: OT NOTEPU AaHHbIX K TBOMM aKKayHTam A0 6/10KMPOBKM TBOETO
YCTPOWCTBA, rAe YCTaHOB/IEeHa He/lerasibHas nporpamma. He cTouT Tak»ke 3abbiBaTb,
YTO CYLLLECTBYHOT NIerasibHble U 6ecnnaTHble NPOrpammsbl, KOTOPblE MOXKHO HalTU B
ceTu.

O nopTtane

CeTeBUYOK.pd - TBOW rNaBHbIM COBETYMK B CETU. 34ECH Tbl MOXKELLb Y3HATb O
6e30MacHOCTM B CETM NOHATHLIM M AOCTYMNHbIM A3bIKOM, @ NPU BO3HUKHOBEHUU
KPUTUYECKOM CUTyaL MM 06paTUTbCA 3a COBETOM. A TaK»Ke NPUHATb y4acTue B
KOHKYPCax U CTaTb CaMbiM LUNdPOBbIM rpaxkgaHuHom!



